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Each Party shall adopt such legislative and other measures as may be
necessary to empower its competent authorities to search or similarly access:

a computer system or part of it and computer data stored therein; and

a computer-data storage medium in which computer data may be stored in its

territory.
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Article 57-1 Créé par Loi 2003-239 2003-03-18 art. 17 1° JORF 19 mars,
2003:

Les officiers de police judiciaire ou, sous leur responsabilité, les agents de
police judiciaire peuvent, au cours d'une perquisition effectuée dans les
conditions prévues par le présent code, accéder par un systéme informatique
implanté sur les lieux ou se déroule la perquisition a des données intéressant
I'enquéte en cours et stockées dans ledit systéme ou dans un autre systéme
informatique, des lors que ces données sont accessibles a partir du systéme
initial ou disponibles pour le systéme initial.»
http://www.legifrance.gouv.fr/affichTexte.do?cidTexte=JORFTEXT0000004

12199 Y Y4V VY Jsaall 5o
AT G Gl gl )8 sy Ale LT Y99 (a caild) aapall ¢l ae sland

Artikel 125j

In geval van een doorzoeking kan vanaf de plaats waar de doorzoeking
plaatsvindt, in een elders aanwezig geautomatiseerd werk onderzoek worden
gedaan naar in dat werk opgeslagen gegevens die redelijkerwijs nodig zijn om
de waarheid aan de dag te brengen. Worden dergelijke gegevens aangetroffen,
dan kunnen zij worden vastgelegd.
http://www.wetboekonline.nl/wet/Wetboek%20van%20Strafvordering/125j.h
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Kaspersen ( W.K. Henrik) : Computer crimes and other crimes against
information technology in the Netherlands R.I.D.P 1993, P. 479.
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103: Durchsuchung bei anderen Personen
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Bei anderen Personen sind Durchsuchungen nur zur Ergreifung des
Beschuldigten oder zur Verfolgung von Spuren einer Straftat oder zur
Beschlagnahme bestimmter Gegenstinde und nur dann zulédssig, wenn
Tatsachen vorliegen, aus denen zu schlieBen ist, da3 die gesuchte Person,
Spur oder Sache sich in den zu durchsuchenden Raumen befindet. Zum
Zwecke der Ergreifung eines Beschuldigten, der dringend verdichtig ist, eine
Straftat nach § 89a oder § 89c Absatz 1 bis 4 des Strafgesetzbuchs oder nach
§ 129a, auch in Verbindung mit § 129b Abs. 1, des Strafgesetzbuches oder
eine der in dieser Vorschrift bezeichneten Straftaten begangen zu haben, ist
eine Durchsuchung von Wohnungen und anderen R&umen auch zuldssig,
wenn diese sich in einem Gebdude befinden, von dem auf Grund von
Tatsachen anzunehmen ist, daf3 sich der Beschuldigte in ihm aufhélt.

Die Beschriankungen des Absatzes 1 Satz 1 gelten nicht fiir Rdume, in
denen der Beschuldigte ergriffen worden ist oder die er wiahrend der
Verfolgung betreten hat.
http://www.gesetzeiminternet.de/stpo/BINR006290950.html#BJNR00629095
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A person authorized under this section to search a computer system in a
building or place for data may: (a) use or cause to be used any computer=
system at the building or place to search any data contained in or available to
the computer system;
http://www.canlii.org/en/ca/laws/stat/rsc-1985-c-c-46/latest/rsc-1985-c-c-

46.html YY) /Y Jsaal &)l
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Competition Act (R.S.C., 1985, c¢. C-34)

16. (1) A person who is authorized pursuant to subsection 15(1) to search
premises for a record may use or cause to be used any computer system on
the premises to search any data contained in or available to the computer
system, may reproduce the record or cause it to be reproduced from the data
in the form of a printout or other intelligible output and may seize the printout
or other output for examination or copying.

http://laws-lois.justice.gc.ca/eng/acts/C-34/page-8.html#docCont  Jsaall Z,l
ARRR! / \ / A\l
Art. 88ter.
1. Lorsque le juge d'instruction ordonne une recherche dans un systéme

informatique ou une partie de celui-ci, cette recherche peut étre étendue vers
un systeme informatique ou une partie de celui-ci qui se trouve dans un autre
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lieu que celui ou la recherche est effectuée:

si cette extension est nécessaire pour la manifestation de la vérité a 1'égard de
l'infraction qui fait 'objet de la recherche, et

si d'autres mesures seraient disproportionnées, ou s'il existe un risque que,
sans cette extension, des éléments de preuve soient perdus.
http://www.ejustice.just.fgov.be/cgi loi/change lg.pl?language=fr&la=F&cn

=1808111730&table_name=loi Y+ /Y/Y+ Jeaall &)
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http://previous.eastlaws.com/Uploads/Morafaat/33.pdf dsaall Al
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29— Pascal Vergucht : La répression de délit informatique dans une perspective
internationale, thése, Montpellier 1996, p.368.
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30— agents should obtain multiple warrants if they have reason to believe that a
network search will retrieve data stored in multiple locations.

31— Article 41.b (1) a magistrate judge with authority in the district or if none is
reasonably available, a judge of a state court of record in the district has
authority to issue a warrant to search for and seize a person or property
located within the district;

https://www.law.cornell.edu/rules/frecrmp/rule_41 .Y« Y4/ /Y)Y Jsaall 5ol

32— United States V. New York Telephone co, 434 U.S. 159 (1977)
https://casetext.com/case/united-states-v-new-york-telephone-co  Jsaall Z,l
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46— Sieber (Ulrich): Computer crimes and other crimes against information

technology in Wurzburg. R.I.D.P. 1993, P. 77.
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Cybercrime Convention Committee (T-CY), Report of the Transborder Group
adopted by the T-CY on 6 December 2012, T-CY (2012)3 Strasbourg, 6

December 2012 (provisional).
https://rm.coe.int/16802¢79e8 Y+ Y4/ /¥ Jsaall F)ls

48— Article 3. During the execution of a search, investigating authorities should
have the power, subject to appropriate safeguards, to extend the search to
other computer systems within their jurisdiction which are connected by
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49-

50-

51-

means of a network and to seize the data therein, provided that immediate
action is required.
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMCont

ent?documentld=09000016804f6e76 Y+ Y4/V/Y) Jsaall &)l

Article 17. The power to extend a search to other computer systems should
also be applicable when the system is located in a foreign jurisdiction,
provided that immediate action is required. In order to avoid possible
violations of state sovereignty or international law, an unambiguous legal
basis for such extended search and seizure should be established. Therefore,
there is an urgent need for negotiating international agreements as to how,
when and to what extent such search and seizure should be permitted.

https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMCont

ent?documentId=09000016804f6e76 Y +)/V /Y Jsaall &y

Article 18. Expedited and adequate procedures as well as a system of liaison
should be available according to which the investigating authorities may
request the foreign authorities to promptly collect evidence. For that purpose
the requested authorities should be authorised to search a computer system
and seize data with a view to its subsequent transfer. The requested
authorities should also be authorised to provide trafficking data related to a
specific telecommunication, intercept a specific telecommunication or
identify its source. For that purpose, the existing mutual legal assistance
instruments need to be supplemented.

https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMCont

ent?documentId=09000016804f6e76 Y+ 14/V/Y) Jsaall &)l
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Article 32. Trans-border access to stored computer data with consent or
where publicly available A Party may, without the authorisation of another
Party: a access publicly available (open source) stored computer data,
regardless of where the data is located geographically; or b access or receive,
through a computer system in its territory, stored computer data located in
another Party, if the Party obtains the lawful and voluntary consent of the
person who has the lawful authority to disclose the data to the Party through
that computer system.

https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMCont

ent?documentId=0900001680080f0b ¥+ 14/Y /YY) Jeaall &)
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54—

57—

58-

59-

61-

Yot a

Recommendation No. R (89) 9 on crime related to the computer and the final
report of the European Committee on Crime Problems / Council of Europe.

http://www.oas.org/juridico/english/89-9&final%20Report.pdf ~ Jsaall F)l
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Article 57-1 Créé par Loi 2003-239 2003-03-18 art. 17 1° JORF 19 mars
2003
S'il est préalablement avéré que ces données, accessibles a partir du systéme
initial ou disponibles pour le systéme initial, sont stockées dans un autre
systéeme informatique situé en dehors du territoire national, elles sont
recueillies par l'officier de police judiciaire, sous réserve des conditions
d'accés prévues par les engagements internationaux en vigueur.».
http://www.legifrance.gouv.fr/affichCodeArticle.do;jsessionid=295C707D9A

1EC414926950B1BAED3EBE.tpdilal5v_1?cidTexte=LEGITEXT00000607
1154&idArticle=LEGIARTI000006575037&dateTexte=20151106&categorie

Lien=id#LEGIARTI000006575037 Y« Y4 /Y « /Y + Jsaall 5)ls

Kertesz ( Imre ) and Pusztai ( laszlo) : Computer crimes and other crimes
against information technology in the Hungary R..D.P 1993. P. 387
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Mohrenschlager (Manfred): op. cit., p. 351.
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Mohrenschlager (Manfred): op. cit., p. 356.
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69— Durham (Cole): op. cit., p. 111.
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72— Rostoker, Michael D. and Rines, Robert H. : Computer jurisprudence . legal
Responses to the information Revolution , Oceana Publication , INC., 1986
p.-249
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74— Waterplas, J. R. : Informatique et délinquance : un nouveau défi pour les
magistrats et les policies, Rev. D.P.C., Aot — Septembre 1985, P. 743.
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76— UNITED STATES V. MUSSON, (D.COLO. 1986), 650 F. Supp. 525 (D.
Colo. 198 https://casetext.com/case/united-states-v-musson Jsdall )
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84— Gorphe (f): L'appréciation des preuves en justice, essai d'une méthode
technique. Sirey 1947.p.247; Merle et Vitu : Traité de droit criminal éd.
Cujas. Tome 2 Procédure Pénale 4¢ éd. 1989 no. 784.p.757; Carey (John):
Les critéres minimaux de la justice criminelle aux Etats- Unis. 1966, P. 77.
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94— Garraud, traité théorique et Pratique d'Instruction criminelle et de Procédure
Pénal 11 1907, no. 913 .p.219; El Shawi , Théorie général de= perquisitions

en droit pénal francais et éyptien, thése Paris 1950 no. 67, p. 75.
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98- Williams (Glanville): The power to prosecute , Criminal Law Review,
London 1955. p. 596; Humphreys (Christmas): The duties and
responsibilities of prosecuting counsel , criminal law review 1955, p.739.
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120- U.S. V. RUNYAN, 275 F.3d 449 (5th Cir. 2001) https://casetext.com/case/us-v-
runyan-3 Y. ‘\/\/\ 4 Jeaall
121- U.S. V. WALSER, 275 F.3d 981 (10th Cir. 2001) https://casetext.com/case/us-
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125- U.S. V. HARGUS, 128 F.3d 1358 (10th Cir. 1997) https://casetext.com/case/us-v-
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126— U.S. V. SCHANDL, 947 F.2d 462 (11th Cir. 1991) https://casetext.com/case/us-v-
schandl  Y+13/0/Y4 Jgaall &b

127- U.S. V. LAMB, (ND.N.Y. 1996), 945 F. Supp. 441 (ND.N.Y. 1996)
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Verguchi Pascal: La répressionde délit informatique dans une perspective
internationale, thése, Montepllier, 1996, p. 365.
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129- US. V. LONGO, 70 F. Supp. 2d 225 (W.D.N.Y. 1999)
https://casetext.com/case/us-v-longo-2 Y VY4/3 /14 Jsaall &l

130- Compte rendu en R.D.C. 1960 p. 750, résolutions du congrés d'athénes de
la commission international de jurists: Primauté du droit et droits de
I'homme" Geneve, 1966. p. 30.

131- Durham (Cole) : op.cit., p. 714.
132- Daragon (Elise): Droit de la prevue, These, Grenoble 1996 p.242.
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133 Kertesz: op. cit., p. 386.
134~ Buchala (Kazimierz) op. cit., p. 515.
135- Yanaguchi (Atsushi): op. cit., p. 448.

136— nor shall any person be subject for the same offense to be twice put in
jeopardy of life or limb; nor shall be compelled in any criminal case to be a
witness against himself,
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137- Edward M. Wise: Computer crimes and other crimes against information
technology in United States , R.I.D.P. 1993 p. 666.

138— Edward. M. Wise, op.cit., p. 667.
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144— Frangois lacasse, La police et le droit a 1'avocat au Canda, Rev. S. C. 1993
p.666.

145—- Imre Ketés and Laszlo pusztai: computer crimes and other crimes against
information technology in Hungary R.I.D.P 1993. p. 386.
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167- Vergucht (Pascal) , La répression des délits informatiques dans une
perspective internationale, These, Montpellier 1, 1996. No2. 322,p1.399.
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Inspection in Accordance with the Provisions of Law No. 175 of 2018 Regarding
Combating Data Mining Crimes

Moustafa Ali Khalaf

This study deals with an important procedural aspect related to searching evidence in IT
crimes. This aspect includes computer inspection in light of law no. 175 of 2018 regarding
combating data mining crimes. In this context, this paper discusses the issue of computer
inspection and the inside and outside systems connected with it. It also tackles the issue of
IT inspection based on permission from the investigation authority and the way of
determining the location of the inspection and implementing the permission.
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